
ICA Learning: Investigations using Digital Forensics

By the end of the course, learners will be able to:
•	 Define digital forensics and electronic disclosure.
•	 Discuss practical uses of technology in these areas, with a 

particular focus on relevance for compliance investigations.
•	 Outline the processes and technology behind 

electronic disclosure.
•	 Discuss why digital data (and in particular how it is collected) 

is important.
•	 Explain what metadata is, and its importance.

Course format, certification 
and pricing
•	 3 hours of learning material
•	 MCQ knowledge check with 

Certificate of Completion
•	 £200 - volume discounts available

Overview
•	 Risks & benefits 
•	 Investigations & 

compliance 
•	 The volume of digital 

data 
•	 Preservation of 

digital data 
•	 The importance of 

preserving digital 
data correctly 

•	 What is digital 
forensics? 

•	 What is Electronic 
Disclosure/Discovery?

•	 History and 
background

1. Digital Forensics
•	 What is metadata? 
•	 Preservation 
•	 Imaging
•	 Data collection 

best practice 
•	 Investigation 
•	 Interpretation 

3. Introduction to Electronic 
Disclosure / Discovery
•	 Custodians 
•	 The Electronic 

Discovery Reference 
Model (EDRM) 

•	 Datascoping 
•	 Features of 

processing 
•	 Extraction 
•	 Text indexing of OCR 

•	 Deduplication of files 
•	 Deduplication of 

emails 
•	 Types of 

deduplication 
•	 Families & 

deduplication 
•	 Searching & review

2. Digital Forensics in Practice
•	 Recovery of deleted data
•	 Volume shadow copies & backup data 
•	 User actions 
•	 File manipulation 
•	 Email manipulation

4. Further techniques in Electronic 
Disclosure / Discovery
•	 Reducing crime using Advanced Data 

Techniques: Artificial Intelligence,  Machine 
Learning, Deep Learning

•	 Technology outpaces regulatory response
•	 Self-regulation by innovators
•	 Regulatory response


